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Port Number Protocol Service or Application
7 tcp echo

11 tcp systat

19 tcp chargen

21 tcp ftp-data

22 tcp ssh

23 tcp telnet

25 tcp smtp

42 tcp nameserver

43 tcp whois

49 udp tacacs

53 udp dns-lookup

53 tcp dns-zone

66 tcp oracle-sglnet

69 udp tftp

79 tcp finger

80 tcp http

81 tcp alternative for http
88 tcp kerberos or alternative for http
109 tcp pop2

110 tcp pop3

111 tcp sunrpc

118 tcp sqlserv

119 tcp nntp

135 tcp ntrpc-or-dec

139 tcp netbios

143 tcp imap

161 udp snmp

162 udp snmp-trap




179
256
389
396
407
443
445
445
500
513
513
514
514
515
515
520
524
799
1080
1313
1352
1433
1494
1498
1524
1525
1527
1723
1745
2000
2001
2049
2301
2447
2998
3268
3268
3300
3306
3351
3389
4001
4045

tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
udp
tcp
udp
tcp
udp
udp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
tcp
udp
tcp
tcp
tcp
tcp
tcp
tcp

bgp
snmp-checkpoint
Idap
netware-ip
timbuktu
https/ssl
ms-smb-alternate
ms-smb-alternate
ipsec-internet-key-exchange (ike)
rlogin
rwho
rshell
syslog
printer
printer
router
netware-n
remotely possible
socks
bmc-patrol-db
notes
ms-sql
citrix
sybase-sql-anywhere
ingres-lock
oracle-srv
oracle-tli
pptp
winsock-proxy
remotely-anywhere
cisco-mgmt
nfs
compaqg-web
openview
realsecure
ms-active-dir-global-catalog
ms-active-dir-global-catalog
bmc-patrol-agent
mysql
ssql
ms-termserv
cisco-mgmt

nfs-lockd
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5631 tcp pcanywhere

5800 tcp vnc

6000 tcp xwindows
6001 tcp cisco-mgmt
6549 tcp apc

6667 tcp irc

8000 tcp web

8001 tcp web

8002 tcp web

8080 tcp web

9001 tcp cisco-xremote
12345 tcp netbus

26000 tcp quake

31337 udp backorifice
32771 tcp rpc-solaris
32780 udp snmp-solaris
43188 tcp Reachout
65301 tcp pcanywhere-def
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Netstat Help L Netstat /?

e+ C:\WINDOWS\system32\cmd.exe !E x|

IC:-\Documents and Settings\1l4t»Bd3ctism>netstat /7

Displays protocol statistics and current TCP/IP network connections.

[—b1 [el1 [-n1 [01 [p protol [»1 [-s1 [—v1 [intervall

Displays all connections and listening ports.

Displays the executable involved in creating each connection or
listening port. In some cases well—-known executables host
multiple independent components. and in these cases the
sequence of components involued in creating the connection

or listening port is displayed. In this case the executable
name is in [1 at the bottom. on top is the component it called.
and so forth until TCP/IP was reached. Note that this option
can be time—consuming and will fail unless you have sufficient
permissions.

Displays Ethernet statistics. This may be combined with the —s
option.

Displays addresses and port numbers in numerical form.

Displays the owning process ID associated with each connection.

proto Shows connections for the protocol specified by proto; proto
may be any of: TCP. UDP. TCPu6. or» UDPub. If used with the —s
option to display per—protocol statistics. proto may be any of:
 §

IP, IPvu6. CMP,. ICMPu6. TCP. TCPu6. UDP. or» UDPub.

—x Displays the routing table.

=8 Displays per—protocol statistics. By default,. statistics are
shown for IP,. IPu6,. ICMP. ICMPu6. TCP. TCPv6. UDP. and UDPv6;
the —p option may be used to specify a subset of the default.

—u When used in conjunction with —b. will display seguence of
components involuved in creating the connection o» listening
port for all executables.

interval Redisplays selected stati: ics,. pausing interval seconds
between each display. Px CTRL+C to stop redisplavying
statistics. If omitted. netstat will p»int the current
configuration information once.

and Settings\l4trBd3ctism>
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Netstat

cv C:\WINDOWS\system32\cmd.exe
BIC:\Documents and Settings\l4trBd3ctism>netstat

Local Address Foreign Address State
14trBd3c-6b8£f73:1073 localhost:1074 ESTABLISHED
14trBd3c-6b8£f73:1074 localhost:1073 ESTABLISHED
14tr»Bd3c-6b8f73:3433 localhost:12882 TIME_UAIT
14trBd3c-6b8f73:3436 localhost:12882 TIME_UWAIT
14trBd3c—-6b8f 73 :4885 localhost 386086 ESTABLISHED
14trBd3c-6h8f73:4899 localhost :30606 ESTABLISHED
14trBAd3c-6b8f73:306B86 localhost:4885 ESTABLISHED
14tr»BAd3c-6b8£f73:30686 localhost:4899 ESTABLISHED
14trBd3c-6b8f73:4886 cs213p3.msg.ac4.yahoo.com:5858 ESTABLISHED
TCP 14tr»@d3c-6h8£73:4900 sipl114-p2.voice.nel.yahoo.com:50858 ESTABLISHED

:\Documents and Settings\1l4trBd3ctism>
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250 andla 1) »oela s ('MASJAJGAQL&JLA@UTcp&LA SO Curaa g ;Stat

L) (Al s Jla )3 GESAS T CLOSE_WAIT o

L Gl o2l Ay ESOK : CLOSED @
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cv C:\WINDOWS\system32\cmd.exe
C:\Documents and Settings\l4trBd3ctism>netstat —-a

Active Connections

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

1))

Local Address

14trBd3c—-6b8f7?3:epmap 14trBd3c-6bh8f73:0
14t»Ad3c-6h8f?3 :microsoft—ds

14trBd3c-6h8£73:1935
14trBd3c-6b8f73:5101
14trBd3c-6h8f 73 :7955
14trBd3c-6h8£73:12882
14trBd3c-6b8£73:1031
14tr»Bd3c-6b8£f73:1043
14trBd3c-6b8£73:1044
14tr»Bd3c-6b8f73:3043
14trBd3c-6h8f73:3048
14trBd3c-6b8£73:3335
14trBd3c-6b8f73:3347
14trBd3c-6h8£73:189236
14trBd3c-6h8£73 :306086
14trBd3c-6h8£ 73 :306086
14trBd3c-6h8£73 :306086
14trBd3c-6h8f 73 :386086
14trBd3c-6h8£73:3336
14trBd3c-6h8£f73:3348

14trBd3c-6b8f 7?3 - isakmp

14trBd3c-6h8£f73:1082
14trBd3c-6h8£f73:1121
14trAd3c-6h8£f73:2098
14trBd3c—-6h8£f?73:2152
14trBd3c-6h8f?3:4500
14trBd3c—-6b8f?3:ntp

14trBd3c-6h8£73:1090
14trBd3c-6h8£f73:1900
14trBd3c—-6h8f?3:ntp

14trBd3c-6h8£f73:1900

Foreign Address

localhost:1044
localhost:1043
localhost:12882
localhost:12882
localhost :306086
localhost 306086

14trBd3c—-6h8£73:
14trBd3c-6h8£73:

localhost:3044
localhost:3335
localhost:3347

cs219pl .msg.ac4.yahoo.com:5858 ESTABLISHED

14trBd3c—
14trBd3c-6b8£73:
14trBd3c-6h8£73:0 LIS
14trBd3c-6h8£f73:8

14trBd3c—-6h8£73:
14trBd3c-6h8£73:

State

LISTENING

LISTENING
G

6h8£73:0
5] LIS

HED
ESTABLISHED

sipl11-pl.voice.nel.yahoo.com:5858 ESTABLISHED
14trBd3c-6h8f?3 :microsoft—-ds :

T

XKk K X K X X X X%

kK K X X X Xk XX

C:\Documents and Settings\l4trBd3ctism>color f

Ll ) » ) LISTENing s ESTABLISHED s TIMED_WAIT lls 4w j04aS 1) (ola Ll )

cv C:\WINDOWS\system32\cmd.exe
C:\Documents and Settings\l4trBd3ctism>netstat —n

Active Connections

Proto

TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

Local Address

127.8.8.1:1043
127.8.8.1:1044
127.8.8.1:3059
127.8.8.1:3062
127.8.8.1:3335
127.0.8.1:3347
127.8.8.1:30606
127.8.08.1:30606

192.168.1.2:3336
192.168.1.2:3348

Foreign Address
127.0.0.1:1044
127.8.8.1:1043
127.8.8.1:12882
127.8.8.1:12882
127.8.08.1:306086
127.8.0.1:306086
127.8.8.1:3335
127.0.0.1:3347
67.195.186.84:5650
98.138.26.101:56858

C:\Documents and Settings\l4tr#Bd3ctism>

State
ESTABLISHED
ESTABLISHED
TIME_VUAIT
TIME_VUAIT
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
ESTABLISHED
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cv C:\WINDOWS\system32\cmd.exe

C:\Documents and Settings\l4trBd3ctism>netstat —e
Interface Statistics

Sent
1730639

Received

1892410
Unicast packets 19891 208247
Non—unicast packets 213 205
Discards a a
Errors a
Unknown protocols a

C:\Documents and Settings\l4trAd3ctism>

Gl 1y b SIS Gl 3l end il g 5 Lad yisaselS Gola 31 ondh el i (sleiSh (5 S ann 3155 e guises
A2 G R o a8l Jil g s e b lalite (slgtly dlaad 2l 5 e 5 23S 4pulaa

38 slia | o o8 Generall S 53 (ledsa (SIS properties 4 (i) b Ol 5 (oo 43

Activity

Received

Sent - *j
-

Packets: 23675 23573

¢+ Command Prompt
C:\Documents and Settings\l4trBd3ctism>netstat -o

Active Connections

Local Address

14trBd3c-6h8£f73:1043
14trBd3c-6h8£f73:1044
14trBd3c-6h8£73:3103
14trBd3c-6h8£f73:3106
14tr»Bd3c-6h8£73:3107
14trBd3c-6h8£73:3335
14trBd3c-6h8£73:3347
14trBd3c-6h8£f 73 :30606
14trBd3c-6h8£f 73 :30606
14trBd3c-6h8f 73 :30606

State
ESTABLISHED 4048
ESTABLISHED 4048
TIME_UAIT 7]
TIME_MWAIT 5]
FIN_WAIT_2 680
ESTABLISHED 4048
ESTABLISHED 4048
CLOSE_WAIT 388
localhost:3335 ESTABLISHED 388
localhost:3347 ESTABLISHED

Foreign Address
localhost:1044
localhost:1043
localhost:12882
localhost:12882
localhost:306086
localhost:306086
localhost : 30606
localhost:3107

388

14trBd3c—-6h8£73:3108

88
14trBd3c-6h8£73:3336

14trBd3c-6h8f73:3348

KD111111111111 .ppp-bb.dion.ne.jp:http SYN _SENT
cs219pl .msg.ac4.yahoo.com:5858 ESTABLISHED
sipll11-pl.voice.nel.yahoo.com:5858 ESTABLISHED

C:\Documents and Settings\l4trBd3ctism>

Ciga A4S Gl dug o jled dual 0 WPID . @2 (il ) o s PID 5l G883 cad e ) lajd ¥l

LA e soliid (SIS ol ) e i) b Lol )




v C:\WINDOWS\system32\cmd.exe

IC:\Documents and Settings\1l4
IPu4 Statistics

Packets Received

Received Header Errors
Received Address Errors
Datagrams Forwarded
Unknown Protocols Received
Received Packets Discarded
Received Packets Delivered
Output Requests

Routing Discards

Discarded Output Packets
Output Packet No Route
Reassembly Required
Reassembly Successful
Reassembly Failures
Datagrams Successfully Fra
Datagrams Failing Fragment
Fragments Created

trBd3ctism>netstat —s

gmented
ation

RO ®

ICMPuv4 Statistics

De“t1nat1on Unreachable
Time Exceeded
Parameter Problems

Received
22

w
Q0

=

o

a
417

Source
Redirec
Echos

Echo Re

Timestamps
Timestamp Replies

Address
Address

Quenches
ts

plies

Masks
Mask Replies

DEEWNEED®

TCP Statistics for IPuv4

Active
Passive
Failed

Opens
Opens
Connection Attempts

Reset Connections

Current
Segment
Segment
Segment

Connections

s Received

s Sent

s Retransmitted

UDP Statistics for IPu4

Datagrams Received

No Port
Receive

Datagrams Sent

1587
599

2
2994

s
Errors

L [T

OEENANOERLDH

1 1 1 1

C:\Documents and Settings\l4trBd3ctism>

—S G

TCP, UDP, JS3s 4w (a8 (i Cysem 4yl o W G3SOS GledS 5 5 ) &l 5 Glulas Gga e Gl

g._\..a.'\‘}}AA:\JJA|Pv6‘)§\uJJJASGA4_.\u1AA\)MQ&\T’)AJJMJ\Q\Fﬁuﬁdamﬁ@m%b ICMP

. 3l (e 4adlase 3 ), TCP over IPv6, UDP over IPV6, ICMPV6, IPV6 s (il )3 25

¢ Command Prompt

C:\Documents and Settings\l4trBd3ctism>netstat —p tcp

Active Co

Proto
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

nnections

Local Address

14trBd3c-6h8f?3:1043
14trBd3c-6bh8f?3:1044
14trBd3c-6h8f?3:3145
14trBd3c-6h8f?3:3146
14trBd3c-6bh8f?3:3147
14trBd3c-6h8f?3:3335
14t»Bd3c—-6h8f73:3347
14trBd3c-6h8f 73 :306086
14trBd3c-6h8f 73 :30606
14trBd3c-6h8f?3:306086
14trBd3c-6h8f 73 :30606
14trBd3c-6h8f 73 :30606
14trBd3c-6h8f?3:3148
14trBd3c-6h8f?3:3336
14trBd3c-6h8f?3:3348

Foreign Address
localhost:1044
localhost:1643
localhost:12882
localhost:12882
localhost:306086
localhost:3086086
localhost 3086086
localhost:3139
localhost:3141
localhost:3147
localhost:3335
localhost:3347

KD111111111111 .ppp-bb.dion.ne.jp:-http
cs219pl .msg.ac4.yahoo.com:50858 ESTﬂBLISHED
siplii1-pl.voice.nel.yahoo.com:5858 ESTABLISHED

C:\Documents and Settings\1l4trBd3ctism>

State
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
FIN_UWAIT_2
ESTABLISHED
ESTABLISHED
TIME_WAIT
TIME_WAIT
CLOSE_UWAIT
ESTABLISHED
ESTABLISHED

-p s

SYN_SENT




OS50 283 Gl La (515 1y a55€ e oalitind oaald (sla K55 31 4S 1 la SO el ) e 255 e e

L sdudpv6 b tcpvb 5 udp s tep Jali s
—r s~

s C:\WINDOWS\system32\cmd. exe A=

C:\Documents and Settings\l4trBd3ctism>netstat —»r

A e R R S MS TCP Loopbhack interface
...... Realtek PCle GBE Family Controller — Packet

Network Destination Netmask Gateway Interface
8.0.0.0 192.168.1.1 192.168.1.2
127.0.0.0 255.0.0.08 127.6.0.1 127.6.08.1
192.168.1.0 255.255.255.08 192.168.1.2 192.168.1.2
192.168.1.2 255.255.255.255 127.6.0.1 127.6.0.1
192.168.1.255 255.255.255.255 192.168.1.2 192.168.1.2
224.0.0.0 240.0.0.0 192.168.1.2 192.168.1.2
255.255.255.255 255.255.255.255 192.168.1.2 192.168.1.2
Default Gateway: 192.168.1.1

Persistent Routes:
None

C:\Documents and Settings\1l4trBd3ctism>_

Netstat —r

o ol \J(TCP/|P)H)\JJ}.~'A;JJJAS<_5M‘ﬁgwdu Jsax Gbgine 5 OYLAT OV Gl ) g Gle sd ()

. 2L = Metric s Netmask , Defoult Gateway , Interface Jali 45 22

b g3

¢t Command Prompt
C:\Documents and Settings\l4trBd3ctism>netstat -b

Active Connections

Proto Local Address Foreign Address State
TCP 14trBd3c—-6bh8f73:1218 localhost:1219 ESTABLISHED
[firefox.exel

TCP 14trBd3c-6bh8£f73:1219 localhost:1218 ESTABLISHED
[firefox.exe]l

TCP 14trBd3c—-6b8£f73:1220 localhost:=1221 ESTABLISHED
[firefox.exel

TCP 14trBd3c—-6bh8£f73:1221 localhost:1220 ESTABLISHED
[firefox.exel

TCP 14trBd3c—-6h8£73:1222 localhost:12882 TIME_VAIT
TCP 14trBd3c—-6h8£73:1223 localhost:12882 TIME_WAIT

C:\Documents and Settings\l4trBd3ctism>

_U,t_yow_\ﬁ\)ms@uumwuguajﬁj\dmezuyﬁc@uuuﬁj\@gouﬁm\
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Netstat —s —p "tCp"

e C:AWINDOWS\system32\cmd.exe
C:\Documents and Settings\l4trBd3ctism>netstat —-s —-p TCP

TCP Statistics for IPv4

Active Opens

Passive Opens

Failed Connection Attempts
Reset Connections

Current Connections
Segments Received

Segments Sent

Segments Retransmitted

Active Connections

Proto Local Address Foreign Address State

TCP 14tr»BAd3c-6b8£f73:3548 localhost:12882 TIME_UWAIT
TCP 14t rBd3c-6h8f 73 :3551 localhost:12882 TIME_VUAIT
TCP 14trAd3c-6b8f73:30686 localhost:3542 TIME_VUAIT
TCP 14tr»Ad3c-6b8£f73:30686 localhost:3543 TIME_VUAIT
TCP 14t»Ad3c-6b8£f73:38686 localhost:3546 TIME_VAIT
TCP 14trBAd3c-6b8f7?3:30686 localhost:3549 TIME_VAIT

C:\Documents and Settings\1l4trBd3ctism)>

(;AJﬁ)\)&@&&ﬂkﬁf&@bu@}ﬁwad@\TCPJS\J}).\J\‘\S@\AL}Z&J\SJ\MQ\AJ&Q&\

R PP e
Netstat -an

cv C:\WINDOWS\system32\cmd.exe
C:\Documents and Settings\l4trBd3ctism>netstat —an

Active Connections

Proto Local Address
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
UDP
UDP
UDP
UDP
UDP

ddress

=]
U=

e ®I

QOO ®D

HHEOES®S
XXX X XOOUNOOOOODR
e

» = s 5 s 8 s on x s D

R M-

OoO-E=-OOO0OO0n

XX XXk x00

C:\Documents and Settings\l4trAd3ctism>

Oml ) Sa 308l oo el 1 s 550 s S s e b dasise gla GISAS (el ) WS i (e

(la_Sa 4n s 4a 58 JiE ) 23L «Netstat age




cv C:\WINDOWS\system32\cmd.exe

C:\Documents and Settings\1l4tr»Bd3ctism>netstat —ano

Active Connections

Local Addres
9.0.9.8:135
0.08:

ddress

o

NN + ¢ NN+ 0 8 o8n
AXXXXXXXXXXAX XXX XXX X XONNNOOINO0O0O0Y

RN

ORIk

v
GB&&GEB&G@BB@

127.
127.8.6.1:
127.8.0.1:3588
127.8.8.1:3576
192.168.1.2:123

F
a
a
a
a
a
a
1
1
a
a
a
1
1
1
a
2
>
£
3
£
2
3
3
E
2
€
%
»*
*
%
%
»*
*
%
%
»*

192.168.1.2: 19'3

C:\Documents and Settings\l4trBd3ctism>

e C:A\WINDOWS\system32\cmd.exe

IC:\Documents and Settings\1l4trBd3ctism>netstat —anobv
Active Connections

Proto Local Rddres*‘ Fnreign Address State
a. .0.8.0:0 LISTENING

\windows\system32\rpcss. dll
:\WINDOUWS\system32\suchost.exe
C \WINDOUS\system32\ADUAPI32.d11
[suchost.exel

TCP 0.0.0.08:445 9.0.0.0:0 LISTENING
—— unknown component{(s)> ——
[System]l

0.0.0.8:1935 0.0.0.0:0 LISTENING
WINDOWS\s ystem32\WS2_32.DLL
ogram Files\PANDORA.TU\PanService\PanStreamer.dll
rogram Files\PANDORA.TU\PanService\PandoraService.exe
WINDOWS\system32\kernel32.d11l
[PandoraService.exel

=795 9.0.9.0:0 LISTENING
m32\uS2 _32.DLL
PANDORA . TU\PanService\proxy.dll
Program Flles\PﬂNDORﬂ TU\PanService\PandoraService.exe
C:\WINDOUWS\system32\kernel32.d11l
[PandoraService.exel

TCP 0.0.0.0:12882 .0.0.0:0 LISTENING
WINDOWS\system32\WS2_32. DLL
Program Files\PANDORA.TU\PanService\PandoraService.exe
JINDOUS\gy tem32\kernel32.d11l

[PandoraService .exe

TCP

.0.0.1:10944 9.0.90.0:0 LISTENING
JINDOUS\SystemIiZ\USZ 32 dll
HINDOWS\System32\alg
JINDOHS\_,ystemEIZ\RPCRT‘l dll
C:\WINDOUWS\system32\ole32.d11
[alg.exel

27.0.0.1:1893 9.0.9.0:0 LISTENING
m32\l182 _32.DLL
\PANDORA .TU\PanService\PanStreamer.dll
\PANDORA .TU\PanService\PandoraService.exe
ystem32\kernel32.d11
[PandoraService .exe

TGP 127.0.0.1:22678 9.0.90.0:0 LISTENING
[BabylonTC.exel

TCP 127.0.0.1:30606 0.0.0.0:0 LISTENING
C: JINDOUS\-‘ystem32\USZ 32.d11
og)am Fil ET\ESET Smart Security\ekrnEpfw.dll
gram F11e*\ESET\ESET Smart Security\ekrn.exe
H JINDOlJS\*‘ystemCiZ\kexne132 dll
[ekrn.exe ]

State

LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
LISTENING
TIME_UWAIT
TIME_WAIT
LISTENING
LISTENING
LISTENING
TIME_WAIT
TIME_WAIT
TIME_WAIT
LISTENING

Netstat -ano

C e lean )y plat o) s Jladl ) oot oaldiud (5 A g sl + e JismalS 4y )y VLA el ) el e 8

Netstat —anobv




TCP 192.168.1.2:139 0.0.0.8:0

—— unknown component(s> ——
[System]

c \windous\system32\dnsrslur.dll
C:\WINDOWS\system32\RPCRT4.d11
[suchost.exel

ubp 0.0.0.0:445
—— unknown component(s)> ——
[System]

ubp 9.0.0.0:4500
C:\WINDOUS\system32\WS2_32.d11
C:\WINDOUWS\system32\oakley.DLL
G:\WINDOUS\system32\LSASRU.d11
G:\WINDOUS\system32\ADUAPI32.d11
GC:\WINDOUS\system32\kernel32.d11l
[1sass.exel

upp 9.0.9.0:500 *:x
G:\WINDOUS\system32\WS2_32.d11
C:\WINDOWS\system32\oakley.DLL
C:\WINDOUS\system32\LSASRU.d11
G:\WINDOUS\system32\ADUAPI32.d11
C:\WINDOUS\system32\kernel32.d11l
[1sass.exel

UDP 0.0.9.0:1026 >
C:\WINDOUS\system32\mswsock.d1ll
\windows\system32\WS2_32.d11
\windows\system32\DNSAPI .d11l

windous\system32\dnsrslur.dll

G:\WINDOUWS\system32\RPCRT4.d11

[suchost.exel

upp 08.0.0.0:10854 *I
C:\WINDOUS\system32\mswsock.d1ll
c:\windows\system32\WS2_32.d11
c:\windows\system32\DNSAPI .d11

c¢:\windows\system32\dnsrslvr.dll
C \WINDOWS\system32\RPCRT4.d11
[suchost.exel

upp 9.9.9.0:1513 *:%
C:\WINDOUWS\system32\mswsock.d1ll
c:\windows\system32\WS2_32.d11
c:\windows\system32\DNSAPI .d11
c:\windouws\system32\dnsrslvur.dll
C:\WINDOUWS\system32\RPCRT4.d11
[suchost.exel

UDP 127.0.0.1:3185

127.8.9.1:3185 *:
G:\WINDOWS\system32\WS2_32.d11
WINDOWS\system32\WININET .d11
WINDOWS\system32\kernel32.d11l
[umplayer.exel

127.0.0.1:2118 *1%

WINDOWS\system32\WININET .d11
C:\WINDOWS\system32\kernel32.d11l
[IEXPLORE.EXRE]

127.8.0.1:1975

C:\WINDOWS\system32\kernel32.d1l1l
[Babylon.exel

upp 127.8.8.1:3576 *I%
C:\WINDOWS\system32\uws2_32.d11
WINDOUWS\s ystem32\WININET .d11
C:\WINDOWS\system32\kernel32.d11l
[IEXPLORE.EXE]

upp 127.8.0.1:123 *:x
:\windows\system32\WS2_32.d11
windows\system32\uw32time.d1ll
ntdll.dll
C:\WINDOWS\system32\kernel32.d11l
[suchost.exel

127.9.0.1:1900 2z
indows\system32\UWS2_32.d11
indows\system32\ssdpsrv.dll
ntdll dll
C:\WINDOWS\system32\kernel32.d1l1l
[suchost.exel

ubp 127.0.0.1:3508 %*: %
WINDOWS\system32\us2_32.d11
WINDOUS\system32\WININET .d11
:\WINDOWS\system32\kernel32.d11l
[HelpHost.exel

UDP 127.9.0.1:1998 *13%
G:\WINDOWS\system32\WS2_32.d11
WINDOUS\system32\WININET .d11
WINDOUWS\system32\kernel32.d11l
[BabylonTC.exel

UDP 127.9.9.1:2148 *:1x
G:\WINDOWS\system32\ws2_32.d11
WINDOUS\system32\WININET .d11
C:\WINDOWS\system32\kernel32.d1l1l
[IEXPLORE.EXE]

127.0.8.1:2145 3
WINDOWS\system32\us2_32.d11
WINDOUS\system32\WININET .d11

C:\WINDOWS\system32\kernel32.d11l
[IEXPLORE.EXE]

LISTENING

TIME_WAIT
TIME_WAIT
TIME_WAIT
TIME_YWAIT
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| find /1 "listening"

cv C:\WINDOWS\system32\cmd.exe

t Settings\14trBAd3c
135
445
1935

nd

a:

a:

a:
A:7955
a:

a.

a.

S 12882

2 1:16044
2 1:189236
127.0.0.1:22678
127.6.0.1:36606
192.168.1.2:139

s al
6.8
6.a8
6.8
68.68
6.8
7.8
7.8

n
%)
a
%)
a
%)
1
1
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o
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=
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s
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ot
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-]
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w
®
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|find /1 "1544"

ot C:\WINDOWS\system32\cmd. exe |- [O] x

C:\Documents and Settings\l4trBd3ctism>netstat —ano ifind /i "1544"

ICP 127.0.0.1:22678 0.0.0.0:0 LISTENING 1544
uDp 127.0.0.1:1998 %*1 % 1544

C:\Documents and Settings\l4trBd3ctism>

S e el AESHS G 5 g dn ) Gali (o) s g M 4S nagds 20 55 e pd e ) ) sl

> "C:/example.txt"

cv C:AWINDOWS\system32\cmd.exe -0

C:\Documents and Settings\l4tr@d3ctism>netstat —-an > “c:/openports.txt"

C:\Documents and Settings\l4trBd3ctism>_

2 openports - Notepad
File Edit Format View Help

Active Connections

Proto Local Address Foreign Address State

TCP 0.0.0.0:135 0.0.0.0:0 LISTENING
TCP 0.0.0.0:445 0.0.0.0:0 LISTENING
TCP 0.0.0.0:1835 0.0.0.0:0 LISTENING
TCP 0.0.0.0:7955 0.0.0.0:0 LISTENING
TCP 0.0.0.0:12882 0.0.0.0:0 LISTENING
TCP 127.0.0.1:1044 0.0.0.0:0 LISTENING
TCP 127.0.0.1:3602 127.0.0.1:30606 TIME_WAIT
TCP 127.0.0.1:3617 127.0.0.1:30606 TIME_WAIT o,
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Tasklist Ole_d

cv C:AWINDOWS\system32\cmd.exe
C:\Documents and Settings\l4trBd3ctism>Tasklist

Console

4 Console

Console

Console

winlogon.exe Console
services.exe Console
lsass.exe Console
ati2evuxx.exe Console
suchost.exe Console
suchost.exe Console
suchost.exe Console
suchost.exe Console
suchost.exe Console
spoolsv.exe Console
i Console
Console

Console

Console

18926 Console

1848 Console

18922 Console

3656 Console

3712 Console

3792 Console

3884 Console

3812 Console

38408 Console

3852 Console

3868 Console

3888 Console

1324 Console

2064 Console

IEMonitor.exe 20872 Console
Ymsgr_tray.exe 2248 Console
WINWORD.EXE 1636 Console
OSPPSUC.EXE 2728 Console
HelpCtr.exe 492 Console
He 1pSvc.exe 2784 Console
He lpHost .exe 1516 Console
suchost.exe 3432 Console
iexplore.exe 2468 Console
iexplore.exe 2408 Console
firefox.exe 3368 Console
2436 Console

2656 Console

2984 Console

tasklist.exe 3996 Console
wmiprvse .exe 1236 Console

a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
%)
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a
a

mHEEREERERR AR R AR R RR AR R AR R AR AR R AR R AR AR R AR R AR RRRARRR

C:\Documents and Settings\l4trBd3ctism>




6%&\}@&;&3@&&30@\)9\‘)@1PlDL.aa\‘)AAs\ﬁ\d\.;‘)qdbzprocesses)\siugldu‘)éw\

) Amg g An aregl 5 ML Ayl g e 250 a0l (el Netstat —ano gled D) saliiul L aS s PID

LS (e ol (et 5 42 )

n) IS 4u, S oaldiul tasklist /sve Oled ) il 5 e at W Qg yuPID Glulal g (pinas

et C:\WINDOWS\system32\cmd.exe

C:\Documents and Settings\1l4trBd3ctism>tasklist /svc

csSrss.exe
winlogon.exe
services.exe
lsass.exe
ati2euvuxx.exe
suchost.exe
suchost.exe
svuchost.exe

PandoraService.exe
alg.exe
OSPPSUC.EXE

explorer.exe
RTHDCPL . EXE
egui.exe
MOM.exe
USBGuard.exe
CloneCDTray.exe
Babylon.exe
UnlockerfAssistant.exe
Updater.exe
ctfmon.exe
CCC.exe
BabylonTC.exe
iexplore.exe
iexplore.exe
iexplore.exe

L/ INWORD . EXE
unmplayer.exe

He 1pCtr.exe
He 1pSvuc .exe
He lpHost.exe
iexplore.exe
tasklist.exe
wmiprvse .exe

1520
1676
1872
2832

176
2988
3264
1984

612
3632
2756
2316
3556
3988
3944

3008
1112
3812
2328
2112
1492
1544
3392
1936

596
3948
2300
4876
1846
3252
1352
1204

452
3368
1736

Services

Eventlog,. PlugPlay

PolicyAgent, ProtectedStorage, SamSs

Ati HotKey Poller

DcomLaunch,. TermService

RpcSs

AudioSrv, BITS, Browser, CryptSuc, Dhcp.
dmserver, ERSuc, EventSystenm,
FastUserSwitchingCompatibhility, helpsvc,
LanmanServer, lanmanworkstation, Netman.
Nla, RasMan, Schedule, seclogon, SENS.
SharedfAccess, ShellHWDetection,. srservice.
TapiSrv, Themes, TrkWks, W32Time, winmgmt,
wscsvc, wuauserv, WZCSUC

Dnscache

LmHosts, RemoteRegistry, SSDPSRU, UWebhClient
Spooler

ekrn

PanService

ALG

osppsvc

stisvc

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

N/A

C:\Documents and Settings\1l4trBd3ctism>

s select columns & 42 X View s sie ) Taskmanager 2 )58 oo ad b 45 PID 040 Ciga () 55 (o0 (et

LS QA PID s




=| =
do d anage (o d anage =

File Options Shut Down  Help File felp
| applications Resmeesty Now, | Networking | Users | \T\\E:illc—azlo?ﬂ Processes | performance | Metworking | Users |
Update Speed >
Image Me N CPU | Mem Usage A Select Columns he | A
mspaint.exe trOd3ctism 0 1,564 K Select the columns that will appear on the Process page | ©
MOM.exe l4tr0d3ctism 00 6,144 K of the Task Manager. K
WINWORD,.EXE l4tr0d3ctism oo 25,664 K l K
USBGuard.exe l4tr0d3ctism 00 6,000K Image Name [[]Page Faults Delta K B
UnlzockerAssistant. " ';tfsc]'_'éﬁtism gg g;ssg K [CIPID (Process Identifier)  [[] Virtual Memary Size E
atizevxx.exe \¢ ,112K
v

equi.exe [4tr0d3ctism 00 9,336K Srclins [ Paged Pool Kk &
iexplore.exe l4tr0d3ctism 00 9,784 K [CICPU Time [[]Non-paged Paol K
OSPPSVC.EXE METWORK SERVICE 00 9,512K Memory Usage [[] Base Priority K
HelpCtr.exe l4tr0d3ctism 00 28,176 K [[] Memory Usage Delta []Handle Count K
alg.exe LOCAL SERVICE oo 3,680 K P M T C K
explorer.exe |4trod3ctism 0o 21,012 K [ Peak Memary Usage O hread. ount K
taskmar.exe l4tr0d3ctism 01 6,656 K [ Page Faults [[]GDI Objects K
Updater.exe I4tr033ctism 0o 9,540 K [CJUSER Objects 1140 whites K
RTHDCPL.EXE l4trDd3ctism uli} 28,176 K . K
wmplayer.exe l4tr0d3ctism 0o 8,560 K L1170 Reads L1170 Wiite Bytes K
ctfmon.exe l4tr0d3ctism 00 4,712K [[]1/0 Read Bytes [[]1/0 Other K
ekrn.exe SYSTEM 0o 78,904 K []Session 1D [C11/0 Other Butes K
svrhnst.exe SYSTFM nn a51aK M L User Mane k o

[]show processes From all users [ = I

[, 0K ] [ Cancel ]
Select which columns will be visible on the Process page : .y;IProce: Ses: 45 CPU Usage: 17 Commit Charge: oaom | 5457M

£ Windows Task Manager [:l.

File Options Yiew ShutDown Help
| Applications | Processes l Performance | Networking | Users |
Image Name PID  User Name CPU  MemUsage
mspaint.exe 4076 l4tr0d3ctism 0 15,220 K
MOM.exe 3988 l4tr0d3ctism 00 6,156 K
WINWORD.EXE 3948  |4tr0d3ctism 00 25,664 K
USBGuard.exe 3944 |4trDd3ctism 00 6,000K
Unlockerassistant. .. 3812  l4tr0d3ctism 00 3,556 K
atizeyxx.exe 3632 SYSTEM 00 5,112K
equi.exe 3556  l4trOd3ctism 00 9,336K
iexplore.exe 3392  l4trDd3ctism 00 9,788 K
QSPPSYC.EXE 3264 MNETWORK SERVICE 00 9,512K
HelpCtr.exe 3252 l4tr0d3ctism 00 28,180 K
alg.exe 2988 LOCAL SERVICE 00 3,680 K
explorer.exe 2756 l4tr0d3ctism 00 20,908 K
taskmagr.exe 2492  |4tr0d3ctism 00 6,748 K
Updater.exe 2328 l4tr0d3ctism Juli] 9,544 K
RTHDCPL.EXE 2316  l4tr0d3ctism 00 28,180 K
wiplayer.exe 2300  l4trDd3ctism 00 8,160 K
ctfmon.exe 2112 |4tr0d3ctism 00 4,712K
ekrn.exe 2032 SYSTEM 00 78,916 K
svrhnst.pye 19R4 SYSTFM nn 451K ¥
[[]show processes from all users
Processes: 45 CPU Usage: 2% Commit Charge: 828M [ 5457M
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X-netstat I8 a8 I saliia b

A 5 ailiea S 5 ol Lo ) 1) IS 48 a3 e Hedi s Netstat 4sb Sl K 055 dual 5o a8 )3 a5 Gl
Mhad\dcﬂbd\}da&)\,h‘\.}\J)QJJJ}AQLQN.L:\

D e IR Al cplae ) b

{A X-NetStat Pro 5.57

EBX

File Connection View Rules Logs Tools DOS Commands Sniffer Help Feedback
Refresh [l M i@ sniffer & Info. & Kl Q Lookup | ©4 Tray £, #* | il net Stats [ Options [ [ programs ~ @y Logs ~ Q l-] Exit R Bug
# Process Bytes In Bytes Out  Direction =~ Remote Address Status Recognized Age Remote Port  Local Port | PID o]
| ¥ ¥ v v v | v ¥ v ¥ ¥
|E| xnsS.exe 2256 localhost Close wait 7?7 9mi.. | TCP 30606
w firefox.exe 2273 localhost Established 7?7 6mi.. TCP 2274
0 firefox.exe 2274 localhost Established 727 6mi.. TCP 2273
™ svchost.exe locsry Listening 14sec  TCP reserved =
4] system microso... Listening 14sec  TCP reserved
|E| XnsS.exe seispoc localhost Close wait 77?7 14isec” | | TGP 30606
firefox.exe unicontrol  localhost Established 77 14sec  TCP 30606
0 firefox.exe pvsw-inet  localhost Established ?7? l4sec  TCP 30606
0 firefox.exe powercl... localhost Established 77?7 14sec  TCP 30606
@ firefox.exe ssm-cssps  localhost Established 77 14 sec TCP 30606
,@ iexplore.exe lingwood  localhost Established 777 14sec  TCP 30606
™ ekrn.exe 30606 Listening 14sec  TCP reserved
ekrn.exe 30606 localhost Established 77 14sec  TCP unicontrol 3
= = nnror [T, coo e PR = e a4
. Connection Info [ Process Info | Port Info I & wHoIs Info | {2 system Info x
"Recognized - Rule : o
€., Click here to recognize this connection Mo rules triggered
-Local Host Host
P 127.0.0.1 (3 127.0.0.1
Hostname localhost Hostname localhost
Port. 2258 Port. 30606
- Status Bandwidth
Process  [System Process]
Protocol  TCP : - ‘ =
i bt s andwid
Direction  Unknown {already initiated) 5 Z
Age. 6 min 41 sec [05:52:07 b.u] v
Last Refresh: 6:01:44 b.w  [Refreshin 2 sec] 192.168.1.2 |4tr0d3c-6bBF73 rates 35 total connections E :

O Ll 5 e Bl 4 R 0 e pa 4p 1) O 5 2030 LdT 2 00l 55 YU 52 4S Netstat Omel 8 b Ledi 48 (i) sem 0

CaS S (Bl )

:X-Netstat Professional )38 a % sulS sla culid

il 53 38 [P Al Cua -

Gy ioh el o Jlol Lkl S A o sl ealia (Sl -
3 3 A o ladi (ISP ald e ali ¢S Al ¢ smed (8 e SUal (5 ) 5l Cady Sl -
saldind Jla 0 s Gy s 1P ) )lS 5k o8 -
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Cureport I8 a

el (g oaldiud 3 g 4S o Sos b process ) il (el Qe sl 0 nirsoft <S4 J sass Cport )4 p

A0 o b 18 2 (s o sl Aslip Ol 280 (e s Cullad Jla 524805 3 5308 A

Local Port

Local Por...

ntp
ntp

microsoft...
microsoft...

Local Address
0.0.0.0
127.0.0.1
192.168.1.2
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
0.0.0.0
127.0.0.1
192.168.1.2
0.0.0.0
0.0.0.0
127.0.0.1
127.0.0.1
127.0.0.1
127.0.0.1
0.0.0.0
127.0.0.1

1037
1038
30606
30606

Remote ...

Remote ... = &

v

>

File Edit View Options Help

x &Y % a4 [ A
Process Name Proces... Protocal
[Fsvchost.exe 160 UDP 4917
Fsvchost.exe 1896 UDP 123
Fsvchost.exe 1896 UDP 123
[svchost.exe 160 Upp 1033
Fsvchost.exe 160 UDP 1068
[svchost.exe 160 Upp 1103
[Fsvchost.exe 160 UDP 3108
[Fsvchost.exe 160 UDP 1030
Fsvchost.exe 160 uDP 1096
[Fsvchost.exe 304 UDP 1900
[svchost.exe 304 Upp 1900
D System 4 TCP 445
@ System 4 UDP 445
(&)YahooMesseng... 3520 TCP 1038
(&)VahooMesseng... 3520 TCP 1037
‘@VahonMesseng. .. 3520 TP 1075
&) YahooMesseng... 3520 TCP 1048
‘@VahooMesseng. .. 3520 e 5101
(&) ¥ahooMesseng... 3520 UDP 1043
< JiE |
32 Total Ports, 2 Remote Connections, 1 Selected

HirSoft Freeware. http:/www.nirsoft.

http://www.nirsoft.net/utils/cports.zip

S il )3 5 el 3 ) 4l ool a8l 5 e

482

Port Manager 4«l_»

93 e 03 S 4 aluns (555 O s Qs Hlid Cga s35 W Task manager ) U8 So a4l )

L3S oo dee Cport O 558 3 5a ) sl

Port Manager

'@ By Mttp://wmriredb.org | B@ ¥ MwsysonTop | [ Ensbleomion \
Protocol | Local IP:port | Remote IP:port | State [ Appilcation | PID | User Name A
TP 0.0.0.0:0 LISTEN svchost.exe 1744 NETWORK SERVICE
TCP 0.0.0.0:0 LISTEN System 4 SYSTEM
TCP 0.0.0.0:0 LISTEN ‘YahooMesseng... 3520 l4trod3ctism
TCP LISTEN alg.exe 1980 LOCAL SERVICE e
TCP ESTABLISHED  YahooMesseng... 3520 l4trod3ctism
TCP ESTABLISHED  YahooMesseng... 3520 l4trod3ctism
TCP ESTABLISHED  YahooMesseng... 3520 l4trod3ctism =
TCP TIME_WAIT Idle 1)
TCP TIME_WAIT Idle a
TCP ESTABLISHED  firefox.exe 1068 M4trOd3ctism
TCP TIME_WAIT Idle 0
TCP TIME_WAIT Idle
TCP TIME_WAIT Idle
TCP TIME_WAIT Idle
TCP TIME_WAIT Idle
TCP ESTABLISHED  firefox.exe l4trod3ctism
TCP ekrn.exe SYSTEM
1
ESTABLISHED ekrn.exe SYSTEM
TCP ESTABLISHED ekrn.exe SYSTEM
TCP TIME_WAIT Idle
TCP TIME_‘WAIT Idle
TCP TIME_WAIT Idle
TCP TIME_WAIT Idle &
Ten 127 A A 12141 TRE waTT Al e

http://portmanager.smike.ru/pm.zip



http://www.nirsoft.net/utils/cports.zip
http://www.nirsoft.net/utils/cports.zip
http://portmanager.smike.ru/pm.zip
http://portmanager.smike.ru/pm.zip

W Scanner ! saldiul L

cad e (Bosal ) 3y Ol Adgai dia A s laasa g la Sl ) Alida g i)

Online port Scanner

G 4aaly Al el L 5l by condIS oSy ol 00 L AS 2500 dsa s 00l 6l ars e (s S b il 0
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http://www.tlshopper.

com/tools/port-scan/
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Online Port Scan

e if the device is listening on that port. Scanning TCP ports only (UDP scanning available soon by free registration). Ove

Host name or IPv4 address: | ‘

Scan this list of port numbers: 2

Scan a range of ports: | 7‘ Beginning port number

{less than 500 ports please) [

| Ending port number

CIFTP/file server openivulnerable (port 21) [CJTELNET senice open/vulnerable(port 23)

[CJSMTP relay vulnerable (port 25) [JPOP3/mail server vulnerable (port 110)

CIHTTP/web server vulnerable (port 80) [ Scan for Windows file sharing susceptibility (port 445)
[JScan for NETBIOS susceptibility (port 139) [ Scan for firewall remote login (port 8080)

[OMicrosoft Remote Desktop vulnerable (port 3389)  [JVNC Remote Desktop vulnerable (port 5900)
CIVPN (PPTP) senvice open/vulnerable (port 1723) [Microsoft SQL Server open/vulnerable (port 1433)
[J Oracle database senice openivulnerable (port 1521) [JMySQL database open/vulnerable (port 3306)

Check All  Uncheck All

G O s o (5 a8 2w Ol A 1) (U2 sA yialS ol 2l 55« Led Home name or IPV4 address <aaud o
b Gy ) el i) Sl s e Son sla e o 5, e 4xal e WWw.MylpAddress.com cube 45 3 53 o)
1) saius llee 03 )8 (A yme Gl 053 48 (ld S Olae PO L 5 s kil ) ald Gy dia by 5 S Al

(23 (o Gl Lali g B ) D JiaS ), i | ) 4a 5 208 SIS Scan 50 . v aladl

T1 Shopper.com shows you the DSL, T1 or DS3 providers servicing your area, in real time! Give it a try

for free.

Just enter a phone number and ZIP code for service here.

Scanning ports on || G

46.100.

46.100.
46.100.
46.100.
46.100.
46.100.
46.100.

46.100.

183.239 isn't responding on port 25 (smtp).

183.239 is responding on port 80 (http).

183.239 isn't responding on port 110 (pop3).

183.239 isn't responding on port 139 (netbios-ssn).
183.239 isn't responding on port 445 (microsoft-ds).
183.239 isn't responding on port 1433 (ms-sqgl-s).
83.239 isn't responding on port 1521 (ncube-1m).
83.239 isn't responding on port 1723 (pptp).

isn't responding on port 3306 (mysqgl).

isn't responding on port 3389 (ms-wbt-server).
3 isn't responding on port 5900 ().

3.239 isn't responding on port 8080 (webcache).



http://www.t1shopper.com/tools/port-scan/
http://www.myipaddress.com/

Local Port Scanner

¥ Local Port Scanner v1.2.2 Copyright © 1997-2001 JPSoft DK

CEX

File View Scan Userfiles Extra Options Help

=\Im~\ﬁ

| Service

Ports | Status

| Additional information

|~

| http:/fwww.jpsoft.dk  )12/06{03 03:41:36 b, /

[——— ]
View Scan User files

a-c @

Trojan scan
Stealth scan
Quick scan

Full TCP scan

User defined scan

230 el oy iy GRS Sl (51 it sla clla (sl la YU s 4sls

. awlai saaliia 1 () sla £ 5 0l 65 o« (Start Scan) siselS JSG L 5 Scan s ) S L

¥ Local Port Scanner v1.2.2 Copyright © 1997-2001 JPSoft DK

salaiul O alisa sla plag yias G el ) GJM:\.\J A8 AL weala ol.?\,g\.gd.gd\J\Jt\.S: Trojan Scan

aulad saalia User File Ls)..\AJJJ:\..\‘)SGA‘)DB_Jﬁa\A.GA\)‘J‘JJ..\‘DJ)S

File View Scan Userfiles Extra Options Help

‘;.?;ﬁel

S~H§

| Service
Trojan
Trojan
Trojan
£ Trojan
Trojan
£ Trojan
Trojan
Trojan
Trojan
B Trojan
Trojan

Traian

<

Ports | Status

53
58
79
80
99
110
13
121
128
135

137
120

BLOCKED
BLOCKED
BLOCKED
OPEN

BLOCKED
OPEN

BLOCKED
BLOCKED
BLOCKED
OPEN

BLOCKED
RINCKEN

| Additional information
DNS service
DM Setup
Firehatcker
Executor
Hidden Port 2.0
ProMail Trojan
Kazimas
Jammer Killah
Password Generator Protocol
Netbios Remote procedure call
Netbios name [DoS attacks)

Mlathine Aataaram

4
(£

Warning! Trojan port 80 open
W aming! Trojan port 110 open
W aming! Trojan port 135 open

 )12/06/03 03:44:47 b,
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¥ Local Port Scanner v1.2.2 Copyright ® 1997-2001 JPSoft DK

File View Scan Userfiles Extra Options Help

B o@s B

| Service
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP
TCP

|~

i

Poits | Status.

1

=== RS S U )

w

10
1
12
13
14

BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED
BLOCKED

Additional information
No info
No info
Noinfo
No info
Noinfo
Noinfo
No info
Noinfo
Noinfo
No info
Noinfo
Noinfo
Noinfo

|

No info

|s

canning TCP - port 38 ...

| Full TCP scanning h12106103 03:48:08 b, ~

I_User.lps s 44X User File e b ) 255 (oo anlad Sl Lah | pald &) g via ) 3 (0 4S () a2

4R (55 2 Scan sie ) Dam 5 S )5 O 53 1) 25d Ol dalsA e 48 s Dys (e 5 el AT

. 2ulai S User DefindScan

3 on Sl (53 IS 5 Cig yra B gy (el () 434S 280 e Quick Scan G 4u R Ll ol oo s Sl s

s

FreePortScanner

[

Gl s o 5 o3l 48 8l (o Led s 55y 1 sy sy sla I8 a8 CnJie Ol R Ko L8 e

s A A ol 2 48 a8lh « http://www.nsauditor.com/network tools/free port scanner.html

* FreePortScanner

Files

o2 iz je B oy gem 4y ) 81 ol 4Bl AS 3510 a5a o sl

Product Key E xplorer - Find over 3 software product keys from local or_remote network computers

EEX

Download Now!

Nsauditor Network Security &uditor - Scan and monitor network for vulnerabilities. Over 45 net tools in one. Download Now!

~ScanP.
IP Address:

1272 . 0

] ¥ Show Closed Ports

Scan

TCP Ports: |21 -23,25,53,80,110,135,137-139,443,445,1080,1433,3128,3306,8080

Stop

IP address | Port number | Port Status | Port Name | Description
XK 127.001 21 Closed ftp file:
XK 127.001 22 Closed ssh secure
XK 127.0.01 23 Closed telnet telnet
XK 127.0.01 25 Closed smtp simple mail transfer
X 127.001 53 Closed domain domain name server. name-domain server
@ 127.0.0.1 80 Open hittp hypertext transfer protocol, world wide web http
@ 127.0.0.1 110 Open pop3 pop version 3, postoffice v.3, post office., post office p
@ 127.0.0.1 135 Open epmap dce endpoint resolution, location service, nes local loc
XK 127.0.0.1 137 Closed netbios-ns netbios name service
XK 127.0.01 138 Closed netbios-dgm netbios datagram service
XK 127.0.0.1 139 Closed netbios-ssn netbios session service
X 127.0.0.1 443 Closed hitps secure http (ssl), http protocol over Hs/ss|
o 127.0.0.1 445 Open microsoft-ds microsoft-ds
XK 127.0.01 1080 Closed socks socks
XK 127.0.01 1433 Closed ms-sql-s microsoft-sgl-server
o 127.0.0.1 3128 Open ndl-aas Active
X 127.00.1 3308 Closed mysal mysal
) 127.0.0.1 8080 Open hitp-alt common http proxy/second web server port, http alten
I ] >



http://www.nsauditor.com/network_tools/free_port_scanner.html
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S8 o)l |yl Gls | O el

.3 1) Netcat — nmap — local port scanner ) s5 e 203 25 s disana 0l 2 4S a3l a 5 K

J5h g9 s B Sy (e

L G g ot G ) ol L -

s 6 ) shaie 4 5 sk e o) Jaas el Vb WBs 0 aS il e Aeli culsl Ssdis sl s e
s ) ( systemsu)hdcku‘f'\’..g)_m Administrator ) )SYqu)luackuLg\‘)bASM\ ok ala) ald
Al 55y G AS VAP U L Gl Ge 3 g sl aidh Sl Sh Qe Soa JS 4 el Cea Gl (S la
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Services.msc JgwiS ) ol b -

(/

% Services
File Ackion ‘Wiew Help
® = |m B @ >

% Services (Local) . Sarvices {Lo c.al}

Telnet

Start the service

Description:

Enables a remote user to log on to this
computer and run programs, and
supports various TCP/IP Telnet dients,
including UNIX-based and Windows-
based computers, If this service is
stopped, remote user access to
programs might be unavailable, If this
service is disabled, any services that
explicitly depend on it will fail to start.

3))}6‘)—.‘ gﬁbmh&&&i\gﬁ.uk_\id}_)}.\ySo&uA\)uQ)ﬁ@bﬁ)\éﬂﬁ#\)ﬁ@%&)w\)\od@\b

&3, o Computer Managment 2 b s 25 ¢ 2l s Run 2 Services.msc <jlbe Gid o b ail 53 oo J i€ ) 4

. 25a3 il ) of Administrative Tools i 442 Control Panel Jl saliiu) L L 5 syl SIS ¢

CEX

MName Diescripkion Skatus Startup Type Log Cn As |
%Removable Storage Manual Local System
%Routing and Remot.., Offers rout,., Disabled Local System
%Secondary Logon Enables st...  Started Aukomatic Local Syster
%Security Accounts .., Stores sec,,.  Started Automatic Local System
%Securitv Center Monitors s,..  Started Automatic Local System
Server Supports fil,..  Started Automatic Local System
%Shell Hardware Dek... Providesn...  Started Aukomatic Local System
%Smart Card Manages a... Manual Local Service
%SSDP Discovery Ser,,, Enables dis...  Started Manual Local Service
%System Ewent Motifi... Tracks swst... Started Automatic Local System
%Svstem Restore Se... Performss...  Started Aukomatic Local System
%Task Scheduler Enables a...  Started Aukomatic Local System

%TCPIIP MetBIOS He,.. Enables su,..  Started Autormatic Local Service
%Telephonv Provides T...  Started Manual Local System
elnet Enables ar.. Manual I

%Terminal Services Allowes mult, .. Started Manual Local System hd

Standard

\ Extended

el ol ) SIS gy 3 (S0 650 9 CedlS Ll Cy it g




System Configuration Utility J! saldiu) U
5 il e Hds s Gus e b S o Uil ) S0 4S 0l e Hadis 0 e sl Aalig ) S0 (S et 4l

S (e W s e ) R Cu e (el Ladi 4

#% System Configuration Utility

| General || S¥STEM.IND | wIN.INI | BOOT.IND | Services | startup | Tools |

Service Essernkial | ManuFacturer )
5 Adobe 3y ?

Application Laver Gakew. .. Microsoft Corporation Running 0
AppleChargersry Unknawn Stopped
Application Management Microsoft Corporation Stopped
ASP.MNET State Service Microsoft Corporation Stopped

Ak Hotkey Poller ATI Technologies Inc, Running
wWindows Audio Microsoft Corporation Running
Background Inteligent T... Microsoft Corporation Running
Compuker Browser Microsoft Corporation Running
BWMeter Connections 5... Unknawn Running
Indexing Service Microsoft Corporation Stopped

[¥] \MET Runtime Ootimizati, . Microsoft Corooration Stopped
< | =

[JHide &l Microsoft Services Enable all
[w]'s l [ Cancel Apply

Li 5 3isd e Oledy dale alun (28 Gl 6B Gu s e sl Hide All Microsoft Services s 4u R 03 S s b

_MA@&M\JM\»LZMJALGeﬁugu&_,))ghﬁ.ku)ﬂﬁduuu‘ﬁw})u

System Configuration Utility

| General | s¥STEM.IMD || wir.IND | BOOT.INI | Services | startup | Tooks |

Service Essential | Manufacturer Status

Adobe Flash Player Upd. .. Adobe Systems Incorporated Stopped
AppleChargersry Unknown Stopped
Aki HotKey Poller ATI Technologies Inc, Running
BEWMeter Connections 5... nknown Running
ESET HTTP Server Unknown Stopped
ESET Service nknown Running
windows CardSpace IUnknown Stopped
Microsoft SharePaoink Wha... nkrowan Stopped
IMozilla Mainkenance Ser... nkrowan Stopped
Office Source Engine IUnknowen Stopped
Office Software Protecti, .. IUnknowen Running

Hide Al Microsoft Services Enable all
[o]4 ] l Cancel apply
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Net Command

WA 1) die a3 Sy (oo Gl Lad 4 201 55 e a8 (el B (5 e )

~

net start ServiceName

395 w0 L U gy Sy Sslail oy wp> Uloyd

net stop ServiceName

39, 5w LS W pugrw Su JolS WS Wlgio wp> Uleyd Ll

net pause ServiceName

395 50 LB U paugrw Sy w80 U)S Wgio g Uloyd

net continue ServiceName

39, o LS a4 oauw Pause Luugw 0,Les Shxl wp> wlo,d il

e 1 B3 ) e g e ol Service sla 4 Gl

. aulad saliul Net start Oled ) Jld sla service Uilad Caga 2l 5 o Lok

J

N

SC Ol

il LeaS ol )y (sl 8 sla s 48, 28k (e il Gl ate 5L ursh 4ali 5 4A83le 3 50 (el B ) (Sa e )

pd oa z |y Ol 3 5e (el 8 Laid

SC Stop ServiceName 395 5w LS W pag i Sy S5lul o], g Wloyd ol

SC Stop ServiceName 39) w0 L W pugrw S JolS ) Wgie Lap Uloyd

SC pause ServiceName | 9> w0 08 & pugrw Sy G830 U)S Wgin Cup> Uloyd Lol

sc continue ServiceName

59, sw LS 4 oauw Pause yuug,w 0,Les> Skl wp> Ulo,d il

sc delete ServiceName

39y w0 LS A Guigrw S US Bi> wp> Uloyd ol

SC Query

La.iiﬂ oS wlaxiw olod B g w o] >JBT Cowd Sy

.alad 422l e http://support.microsoft.com/kb/251192 Sl 43 4ali y cpl 2 e 3 il SleDal iy )3 (6) g

Indicates that the client just received acknowledgment of the first FIN signal from the server

J

Wil W9y Ui 590 wap> S i) 5> D Yagaw US,S adgin \

YO W90 UD,S dgduwo

M9 S paa) D ) ko

HKEY_LOCAL_MACHINE\Software\Microsoft\OLE

D, 35 paaaio U 0,L9>

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\RPC

. dwlos Wi> |, DCOM Protocols ,lxso o



http://support.microsoft.com/kb/251192

YY0 wy90 USHS dgdaio

297 Syiania>) 5l 325 seaao @

HKEY_LOCAL_MACHINE\SYSTEM\CurrentControlSet\Services\NetBT\Parameters

. D> s ¢ @ |, SMBDeviceEnabled laso

axal e ) QS 4 2l g e diaa (Ol 0 W Gis) 8 5 Gotea ) L IS 6 A jo il cle Dl S G

Cal ok 48318 2513 51y O U8G5 4as e S8 50 () ealis e L Ll s 180 ) @y gem 4 QIS | s

Microsoft® Windows® XP Registry Guide

L G Calal ) A QUS pl il A

Turbo Service Manager /3 J) saldiu)

= sy Gl s e JES (5 Alsen 3 oalall 35 LISl (51 )la 4S a8l e Yl el 8 (Sl R Clls a1l (i

bo Services Manager 1.5

State View Columns Action Startup ErrorControl Group Select Refresh Options
I " Py D @ = -
EPR ORI >NPOOO0000 0@ 54290
#  Name Type State | Startup  Depends on Others depend ~ Executable Error Control  Description
1 Adobe Flash Player Update Service Win32 Manual CAWINDO tacromediFlash\FlashPlayerUpdateService.exe Log This service k
2 Alerter Win32 Disabled 38 CAWINDOWS \system32\svchost.exe -k LocalService Log Notifies select
3 Application Layer Gateway Service Win32 Running Manual CAWINDOWS\System32\alg.exe Log Provides supp
4 AppleChargerSry Win32 Manual system32\appleChargerSrv.exe Log Apple mobile
5 Application Management Win32 Manual C:\WINDOWS \system32\svchost.exe « netsves Log Provides softy
6 ASP.NET State Service Win32 Manual CAWINDO! rosoft NET\Framework\v2.0.50727\aspnet_state.exe Log Provides supp
7 AfiHotKey Poller Win32 Running Automatic CAWINDOWS \system32\Atizevi.exe Log
8 Windows Audio Win32 Running Automatic 58,67 CAWINDOWS\System32\svchast.exe -k netsves Log Manages audi
9 Background Intelligent Transfer Service Win32 Running Manual 67 CAWINDOWS \system32\svchost.exe -k netsvcs Log Transfers dat
10 Cornputer Browser Win32 Running Automatic 37,38 CAWINDOWS\system32\svchost.exe & netsvcs Log Maintains an 1
11 BWheter Connections Service Win32 Running Automatic rogram Files\BiMeter\BiMeter ConSve. exe” Log BiMeter Con
12 Indexing Service Win32 Manual 67 CAWINDOWS\system32\Cisvc.exe Log Indexes conte
13 ClipBook Win32 Disabled 47,48 CAWINDOWS\system32\clipsry.exe Log Enables ClipB
14 NET Runtime Optimization Service v2.0.50727_X86 Win32 Manual C\WINDOWS\Microsoft NET\Framework\y2,0.50727\mscorsvw. exe Ignare Microsoft NE"
15 COM+ System Application Win32 Manual 67 CAWINDOWS \system32\dllhost.exe /Processid -{0204B3F1-FD88-1101-960D-00805FC79235} Log Manages the |
16  Cryptographic Services Win32 Running Automatic 67 CAWINDOWS \system32\svchost.exe -k netsvcs Log Provides three
17 DCOM Server Process Launcher Win32 Running Automatic CAWINDOWS\system32\svchost -k DcomLaunch Log Provides laun
18  DHCP Client Win32 Running Automatic C:\WINDOWS \system32\svchost.exe « netsves Log Manages netv
19 Logical Disk Manager Administrative Service Win32 Manual  20,58,67 CAWINDOWS\System32\dmadmin.exe fcom Log Configures ha
20  Logical Disk Manager Win32 Running Automatic 58,67 19 CAWINDOWS\System32\svchost.exe - netsvcs Log Detects and n
21 DNS Client Win32 Running Automatic CAWINDOWS \system32\svchost.exe -k NetworkService Log Resalves and
22 Wired AutoConfig Win32 Manual 23,67 CAWINDOWS\System32\svchost.exe -k dot3sve Log This service p
23 Extensible Authentication Protocol Service Win32 Manual 67 22 C:AWINDOWS\System32\svchast.exe -k eapsves Log Pravides wind
24 ESET HTTP Server Win32 Manual ogram Files\ESET\ESET Smart Security\EHtpSrv.exe” Log ESETHTTP S
25 ESET Service Win32 Running Automatic "C:\Program Files\ESET\ESET Smart Security\ekrn.exe” Log ESET Service
26 Error Reporting Service Win32 Running Automatic 67 CAWINDOWS\System32\svchost.exe & netsvcs Ignare Allows error 1
27 Eventlog Win32 Running  Automatic CAWINDOWS\system32\services.exe Log Enables event
28 COM+ Event System Win32 Rumning Manual 67 73 CAWINDOWS \system32\svchost.exe -k netsvcs Log Supports Syst
29 Fast User Switching Compatibility Win32 Running Manual 67,83 CAWINDOWS\System32\svchast.exe -k netsves Log Provides man.
30 Windows Presentation Foundation Font Cache 3.0.0.0 Win32 Manual C:\WINDOWSMicrosoft NET\Frameworkiv3.0\WPF\PresentationFontCache.exe Log Optirnizes per
31 Help and Support Win32 Running Automatic 67 CAWINDOWS\System32\svchost.exe & netsvcs Log Enables Help .
32 Human Interface Device Access Win32 Disabled 67 C:\WINDOWS\System32\svchost.exe K netsves Log Enables gener
33 Health Key and Certificate Management Service Win32 Manual 67 CAWINDOWS\System32\svchost.exe & netsvcs Log Manages heal
34 HTTPSSL Win32 Manual CAWINDOWS\System32\svchost.exe -k HTTPFilter Log This service it
35 Windows CardSpace Win32 Boot Ignare
36 IMAPI CD-Burning COM Service Win32 Manual CAWINDOWS \system32\imapi.exe Log Manages CD r
37 Server Win32 Running Automatic 10 CAWINDOWS \system32\svchost.exe -k netsvcs Log Supports file,
38 Workstation Win32 Running Automatic 66,49,40,10,2  C:\WINDOWS\system32\svchost.exe -k netsves Log Creates and r
39 TCP/IP NetBIOS Helper Win32 Running Automatic C:\WINDOWS \system32\svchost.exe  LocalService Log Enables suppc
40 Messenger Win32 Disabled  38,58,67 CAWINDOWS\system32\svchost.exe -k netsvcs Log Transmits net
41 Microsoft SharePoint Workspace Audit Service Win32 Manual "C:\Program Files\Microsoft Office\Office1\GROOVE EXE" /auditservice Log
42 Netheeting Remote Desktop Sharing Win32 Manual C:\WINDOWS\SVSEMSQ\mnmsrvc‘exe Log Enables an au
< )
» . . - . . . - - - . [ - .
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Skart

Service Control Manager

Stop | Restark

U Mark as Manual

U Mark as Aukomatic

tudlio - LATROD

Groups

BB

Service
Hierarchy

& Profiles

et Mare
Information
(] T

Manage Remate
Machine
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Display Name

Adobe Flash Plaver Update Service
Alerter
AppleChargersry

Application Layer Gateway Service

Application Management
ASP.MET State Service
Ati HotKey Poller
Automatic Updates

Background Intelligent Transfer 5...

BWMeter Connections Service
ClipBook,

COM+ Event System

COM+ System Application

Computer Browser

Cryptographic Services

DCOM Server Process Launcher
DHCP Client

Distributed Link Tracking Client
Distributed Transaction Coordinator
DNS Client

Error Reporting Service

ESET HTTF Server

ESET Service

Description

This service keeps your Adobe Flash Player installation up to date with the lates. ..
Motifies selected users and computers of administrative alerts, I the service is ...

Apple mobile devices charging service

Provides support for 3rd party protocol plug-ins for Internet Connec...

Provides software installation services such as Assign, Publish, and Remove.

Provides support for out-of-process session states for ASPLMET, IF this service i...

Enables the download and installation of Windows updates. If this se...

Transfers data between clients and servers in the background. If BIL...
BWMeter Connections Service

Enables ClipBook Yiewer to store information and share it with remote computer. .,
Supports System Event Motification Service {SENS), which provides a...
Manages the configuration and tracking of Component Object Model {COM)+-b...
Maintains an updated lisk of computers on the network and supplies this list to c...
Provides three management services: Catalog Database Service, wh...

Provides launch functionality for DCOM services.

Manages network configuration by registering and updating IP addr...
Maintains links between NTFS files within a computer or across comp...

Coordinates transactions that span multiple resource managers, such as databa. ..

Resolves and caches Domain Name System {DNS) names for this co...
Allows error reporting for services and applictions running in non-st...
ESET HTTP Server

ESET Service

Status

Stopped
Stopped
Stopped
Running
Stopped
Stopped
Running
Running
Running
Running
Stopped
Running
Stopped
Stopped
Running
Running
Running
Running
Stopped
Running
Running
Stopped
Running

Hicgdesadedeassedededsdaada

mb | Total
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Control panel >> NetwOrk connetion >> Local Area Connection >> General >> internet Protocol

(TCP/1p) Advance >> Option >> TCP/IP Filtering
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-+~ Local Area Connection Properties

General | Advanced|

Connect using:
‘ B8 Realtek PCle GBE Family Controller

Advanced TCP/IP Settings

| IP Settings | DNS | wiN | Otions | |

This connection uses the following items: Optional settings:

.@ File and Printer Sharing for Microsd TCP/IP filtering

% Internet Protocol TCP/IPi )

Internet Protocol (TCP/IP) Prope

General I Alternate Configuration |

You can get IP settings assigned auton .
this capability. Otherwise, you need to Description:
the appropriate P settings.

TCP/IP filtering allows you to control the type of TCPAIP network
traffic that reaches your Windows

(® Obtain an IP address automaticall} TCP/IP Filtering
() Use the following IP address:
P address Enable TCP/IP Filtering (4l adapters)
= Subnet mask @ Permit Al @ Pemit Al @© Pemit Al
S O Pemit Only O Pemit Only O Pemit Only
o TCP Ports UDP Ports IP Protocols

(3) Obtain DNS server address auton
(O Use the fallowing DNS server adc

Preferred DNS server:
Alternate DNS server
Add Add. Add..
Remove Remove Remave
[ 0K ] [ Cancel ] l OK ] [ Cancel ]

S Premit Only (50 <ol Laid 3 < yild | ) W UDP Port, TCP Port, IP Protocols a8 il & e lail 0 ed
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. Jwlos Lkl |, Windows Firewall s @3S 9 209, j9ai9 Jib JyiS @y

[= (= ]l=]

®v|o » Control Panel

Contrel Panel Home

Allow a program or feature
through Windows Firewall

@ Change notification settings

@ Turn Windows Firewall on or
off

@ Restore defaults
I #) Advanced settings

- | +y | | Search Control Pane! L |

(7]

v All Control Panel Iterns » Windows Firewall

Help protect your computer with Windows Firewall

Windows Firewall can help prevent hackers or malicious software frem gaining access to your computer
through the Internet or a network.

How does a firewall help protect my computer?

What are network locations?

. @ Home or work (private) networks Connected ':S)

Metwaorks at home or work where you know and trust the people and devices on the network

Troubleshoot my network

Windows Firewall state: On

Block all connections to programs that are not on
the list of allowed programs

Incoming connections:

Active home or work (private) networks: & Metwork

Motification state:

. @ Public networks

Motify me when Windows Firewall blocks a new
program

Mot Connected (E{)

See also
Action Center
MNetwork and Sharing Center

2sd palda p s ey U auled SIS Advanced Settings s 2 oS Ol s ek 52

-
P Windows Firewall with Advanced Security
File Action View Help

BE

Windows Firewall with Advanced Security on Local Computer

)¢ Windows Firewall with Advanc
;
&Y Outbound Rules
% Connection Security Rules

% Monitoring

‘ Windows Firewall wth Advanced Securty provides network securty for Windows computers & Import Policy...

4] Export Policy...

Overview Restore Default Policy
Domain Profile Diagnose / Repair
@ Windows Frrewal is on View »
e Inbound connections that do not match 2 rule are blocked S Refresh
© Oubound connections that do not match a ne are alowed 3
] Properties
Private Profile is Active
Help

& Wedows Frewal @ on

© Inbound connections that do not match a nde are blocked
€ Oubound connections that do not match a ne are alowed
Public Profile

& Windows Frewalis on

© Inbound connections that do not match a e are blocked
o Outbound connections that do not match a e are alowed

B} Windows Frewal Properties

Getting Started

Create connection security nies to specfy how and when
protected by using Intemet Protocol secunty (IPsec)

n Connection Securty Rues

View and create firewall rules

Create frewall rdes to allow or block connections to specfied programs or pots. You can also allow a connection
1 is autherticated, or £ & comes from an authorzed user, group, or computer. By default, nbound connections are
mmmmwammwsmm connections are allowed uniess they match a nic

Wl SO Inbound Rules sy s opai o) o
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Firewall with Ady

qde

File Action View Help

«= 20 = 860

& Windows Firewall with Advancy

&3 Inbound Rules
K Outbound Rules
%% Connection Security Rules

» &, Monitoring

Name

[V Tiald

o Microsoft Office Groove

° Microsoft Office Groove

@ Microsoft Office OneNote

@ Microsoft Office OneNote

@ Microscft Office Outlook

@ windows Live Sync

°Woopu

o Woopra

@ BranchCache Content Retrieval (HTTP-In)
. BranchCache Hosted Cache Server (HTT...
@ BranchCache Peer Discovery (WSD-In)

-

Group

BranchCache - Content Retr...
BranchCache - Hosted Cach..
BranchCache - Peer Discove...

. Connect to a Network Projector (TCP-In)  Connect to 2 Network Proje...
@ Connect to a Network Projector (TCP-In)  Connect to a Network Proj;
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje...
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje...
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje...
@ Connect to a Network Projector (WSD Ev... Connect to a Network Proje
@ Connect to a Network Projector (WSD-In)  Connect to a Network Proje...
@ coren rking - D: ion Ul h Core N rking
©coren rking - Destination U h Core N rking
@ Core Networking - Dynamic Host Config... Core Networking
@ Core Networking - Dynamic Host Config... Core Networking
@ Core Networking - Internet Group Mana...  Core Networking
@ core Networking - PHTTPS (TCP-In) Core Networking
@ Core Networking - IPv6 (IPv6-In) Core Networking
@ Core Networking - Multicast Listener Do..  Core Networking
€ Core Networking - Multicast Listener Qu... Core Networking
° Core Networking - Multicast Listener Rep... Core Networking
@ Core Networking - Multicast Listener Rep... Core Networking
°Cove" rking - Neig| Di y A.. CoreN rking
@ Core Networking - Neighbor Discovery S.. Core Networking

= 1

«| |

Profile
Al
Private
Private
Private
Private
Private
Al
Private...
Private...

Private...
Domain
Private...
Domain

EEEEEEBEEEEREE;;’
s
rs

Enabled
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
Yes
No
No
No
No
No
No
No
No
No

Inbound Rules

>

"

PP PP PP PPPPPPPPPRPPPPLPIPLPEPPPPRPIPPPPPP P

T Filter by Profile
N Filter by State
Y Filter by Group

View

G Refresh
i ExportList...
Help

vy v v v

2lad SIS New Role 650 o2 s
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@ Mew Inbound Rule Wizard

Rule Type
Select the type of firewall ule to create.

Steps:

« & & & &

Rule Type
Protocol and Ports
Action

Profile

Mame

) Program
Rule that controls connections for a program.

What type of nule would you lilke to create?

Rule that controls connections fara TCF or UDP port.

) Predefined:

| BranchCache - Content Retrieval (Uses HTTP)

Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Leam more about nule types

(=]

< Back

[ het>

.
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0 Mew Inbound Rule Wizard

Protocol and Ports
Specify the protocols and ports to which this rule applies.

Steps:

Rule Type Does this rule apply to TCF or UDP?

Protocel and Ports

@

L ]

@ Action
@ Profile
L

Name

) All local ports

Does this rule apply to all local ports or specific local ports?

) Specific local ports: 20

Example: 80, 443, 5000-5010

Leam more about protocol and ports

<Back [ New> ][ Cancel

LFFY L 80,81,82 sl s o dide a8 3 (o 5 el U Specifiv Local Ports 550 b Caand ol )2

-
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0 Mew Inbound Rule Wizard

Action
Specify the action to be taken when a connection matches the conditions specified in the rule.

Rule node.

@ Block the connection

Leam more about actions

Steps:
@ Rule Typs What action should be taken when a connection matches the specified conditions?
@ Protocol and Ports .

) ) Allow the connection
L) (R This includes connections that are protected with IPsec as well as those are not.
@ Profile

() Allow the connection if it is secure

@ Name

This includes only connections that have been authenticated by using |Psec. Connections
will be secured using the settings in IPsec properties and rules in the Connection Security

(=]

< Back

J[[ Ned> ][ Ccancel

. 2lai SUIS Block The Connection & 44 R (55 2 Cand o) 2




0 MNew Inbound Rule Wizard @
Profile
Specify the profiles for which this rule applies.

Steps:

Rule Type When does this ule apply?

L]

@ Protocol and Ports

@ Action Domain
& Profile Applies wheh a computer is connected to its corporate domain.
L ]

Name Private
Applies wheh a computer is connected to a private network location.

Public
Applies wheh a computer is connected to a public network location

Leam more about profiles

<Back || Nea> ][ Cancel

Cu S ) au R Y e Cudd o) o

-

ﬂNEwInbound Rule Wizard @
Name

Specify the name and description of this rle

Steps:

Rule Type
Protocol and Ports
Action

Profile AETE
Block HTTP

& & & & &

Name

Description {optional):

<Bace || Fmsh [ Cancel
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Netsh Firewall Delete
aise Ladi gl 1) JBe ¥ ) 0
LS s B> A wyes Shy [ a rule eles S5 jeiows 5l oslewl U
netsh firewall delete rule name=all protocol=tcp localport=80

AL e FFO o lum 6l n b Jlad )

netsh firewall delete portopening protocol = TCP port = 1258

\WINDOWS\system32\cmd.exe

Microsoft Windows HP [Version 5.1.268081
(C>» Copyright 1985-2881 Microsoft Corp.

C:“Documents and Settings\l4trBd3ctism>netsh firewall delete portopening protoco
1 = TCP port = 1258
03k .

C:“Documents and Settings“14trBd3ctism>

Cs ) oo A ) i (la mien 5 lad Cp) 2 5e o2 id e Sal s (g

http://technet.microsoft.com/en-us/library/dd734783%28v=ws.10%29.aspx
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Nod32 Smart Security

el Ayl 1) s Rule Ol oo O 02 48 28k (e 1)) 1) 8 Al 5 oales sy J1s 0l G 1la 255 Smart s 43w
caS dae b g JSE 40 SIS G sl S e | el Qb

4 K (55 oo S QAT ) ) Personal Firewall s s » Setup <eaud 43 5 1€ 35 15 Nod32 Smart ) &) a5
. ke QIS Configure Rule And Zones ...

© ESET Smart Security

ESET Smart Security 4 1]

Business Edition > 4 /|

pIotcdion Stattis @ Personal firewall
3 @

Computer scan
€, e

Network traffic filtering (i) + Enabled
6 Update Block all network traffic: disconnect network G
“ Disable filtering: allow all traffic (i)
Setu T
}\ P Interactive filtering mode (3 v Enabled
Antivirus and antispyware Switch to automatic filtering mode
Personal firewall Switch to automatic filtering mode with exceptions
Antispam protection Configure rules and zones...

Change the protection mode of your computer in the network... G)

a Tools

( Advanced Personal firewall setup...
Help and support

Display: Advanced mode Change...

e S Port 59y e b Lel a8 305 el 1) (5 e ady ead a3 (5 an K cp) il

ﬂ Mew Inbound Rule Wizard @
Rule Type
Select the type of firewall rule to create.

Steps:

@ Rule Type What type of ule would you like to create?
@ Protocol and Ports

@ Action ) Program
@ Profile Rule that controls connections for a program.
L

Mame
Rule that controls connections for a TCF or UDP port.

) Predefined:
BranchCache - Content Retrieval (Uses HTTF)
Rule that controls connections for a Windows experience.

) Custom
Custom rule.

Leam more about nule types

<Back  |[ Net> ][ Cancel
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D Mew Inbound Rule Wizard

Protocol and Ports

Specify the protocols and ports to which this rule applies.

Steps:

Rule Type
Protocol and Ports
Action

Profile

e« & & & &

Mame

(=]

Does this rule apply to TCP or UDP?

@ TCP

Does this rule apply to all local ports or specific local ports?
) All local ports

@ Specific local ports: 80
Example: 80, 443, 5000-5010

Leam more about protocaol and ports

<Back |[ MNed> ][ Cancel

. ulai UK Block The Connection )

-

9 MNew Inbound Rule Wizard

Action

Specify the action to be taken when a connection matches the conditions specified in the rule.

Steps:

@ FRule Type

@ Protocol and Ports
@ Action
@ Profile
]

Name

(]

What action should be taken when a connection matches the specified conditions ?

() Allow the connection
This includes connections that are protected with |Psec as well as those are not.

() Allow the connection if it is secure
This includes only connections that have been authenticated by using IPsec. Connections

will be secured using the settings in IPsec properties and rules in the Connection Security
Rule node.

Leam mare about actions

<Back |[ Met> |[ Cancel
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0 Mew Inbound Rule Wizard @
Profile
Specify the profiles for which this rule applies.

Steps:
@ FRule Type When does this rule apply?
@ Protocol and Ports
@ Action Domain
» Profile Applies wheh a computer is connected to its corporate domain.
@ MName Private
Applies wheh a computer is connected to a private network location.
Public
Applies wheh a computer is connected to a public network location.

Leam more about profiles

<Back | MNet> |[ Cancel
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0 MNew Inbound Rule Wizard @
Name

Specify the name and description of this rule.

Steps:
@ Rule Type
@ Protocol and Ports

@ Action

@ Profile LB
Block HTTP

@ Name

Description (optional):

<Back || Fmsh | [ Cancel
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COMOD O Firewall

NS

el SIS Firewall i O p s a6 2 5 2 sl el (5 4nia 35l

E Summary

h Firewall

+ Defense+

All systems are active and
running.

% Talk to a
; Certified

- / Technician
E
| CHAT NOW

Wi Firenall Events

This section allows you to wiew a record of the
events and alerts triggerad by possible attacks
o your conpter,

Define a Mew Trusted Application
This shartcut represents a conwvenient way o
create an automatic Allow rule for applications
that o brust,

Diefine a Mew Blocked Application

This shartcut represents a convenient way ta
create an automatic Deny rule for applications
that wou do not brust,

) Metwork Security Policy
[ You may use this section bo createfrnodify
packet filkering rules in order to exploit the Al
power aof the firewall,

Wiewy Active Connections

Wiew which applications are currently
connecting to the Internet along with the IR,
Part, Protacal and Traffic level oF the
connection,

AE

Stealth Ports Wizard

Thiz wizard allows wou ko create a set of global
firewall rules, which will affect vour computer's
wisibility from other cormputers,

't'.

-

Firenwall Behavior Settings

Access and configure various frewall options
such az security level, alert frequency level and
mare,

. gl Al ) NetwOrk Security POlicy s 4 R Cuand ol )

€ Network Security Policy

Application Rules

Rules

Global Rules | predefined Palicies

Metwork Zones | Blocked Zones

Part Sets

() Mlow All Outgaing Requests IF The Target Is In [Home #1]

@AIIDW All Incoming Requests If The Sender Is In [Home #1]

BBIock ICMP Qutk From MAC Any To MAC Any Where ICMP Message Is PROTOCOL UNREACHABLE

BBIock ICMP In Fram MAC Any To MAC Ay Where ICMP Massage Is 17.0
BBIock ICMP In From MAC Any To MAC Any Where ICMP Message Is 15,0
BBIock ICMP In From MAC Any To MAC Any Where ICMP Message Is 13.0

BBIock ICMP In Fram MAC Any To MAC Any Where ICMP Massage Is ECHO REQUEST

@ what do these settings do?

Move Down

QK l [ Cancel
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€ Network Control Rule x

General

Action: | Block j [[] Log as a Firewall event if this rule is Fired
Protocol: | TCP or LDP ﬂ
Direction: | InfOuk ﬂ

Cescription: | l4tr0d3ctism

Source Address | Destination Address | Source Port | Destination Part
Exclude ii.e. MOT the choice below)

T¥Pe! | Any Address |

@ what do these seftings do? [ Apply ] [ Cancel L
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Kasper Sky Internet Security
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Firewall ®

This Feature filkers all network activity according to the specified rules.
Protection Center

¥| Enable Fi ]
General Settings 4] Enable Firewa

File: Anki-virus

— Metwork rules

Mail Anti-Virus Metwork traffic rules allow or block data transfer depending on the direction, transfer prokocal,

Web Anki-virus destination addresses and ports,
I Anti-Yirus Settings
Application Contral

Sysbem Watcher

Proactive Defense
Mebwork Attack Blocker
Anki-Spam

Anti-Banner

Help | Restore

irewall

Application rules | Packet rules |Netw0rks|

K Delete @ Viove up Move down Additional...

Mebwork service , Permission Address
DMS aver TCP
DS over UDP
Sending E-Mails
Trusted networks
Local networks

Any network activiky

Any network activity

Remote Deskiop

Local Services (TCP)

Local Services (UDF)

Any incoming TCP stream
Any incoming UDP stream

ICMP Destination Unreachable (in)

ICMP Echo Reply €ind

IZMP Time Exceeded (in)
&y incoming ICMP
ICMPyE Echo Request (ind

OO0 LE

OOLLLR

o -allowed @ -blocked @ - different rules - process according to the application rule
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P& Network rule

Ackion: Block

Mame: l4trod3ctism|
Protocol: TCP

Direction: Inbound;Cutbound
Remoke ports: 123

Local ports: 123

Address: Any address w

|:| Log events

anlai 2 saua |y Of )52 0 4S50 adl 55 e Protocol o 4u S (0 S 5 Block s 4R il b s ey ol o
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Norton internet Security  © s (s
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Settings

Settings

C_J)| computer Settings

Network Settings Use Section Defaults -
YWeh Query [===____Wel|
Welcome Screen === el
Instant Messenger Scan Gaumms On Configure [+ =2
Intrusion Prevention G On |E]
Intrusion AutoBlock Configure [+
Intrusion Signatures Configure [+]
MNotifications G On
Exclusion List Purge [+]
Network Security Map Purge [+ Izl
Communication Port 31077
YWelcome Screen GEm On
Smart Firewall [===___ el =]
Advanced Settings Configure [+
Program Control Configure [+
Trust Caontrol Confiqure [+

Web Settings
Miscellaneous Settings

Parental Controls
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Advanced Settings

Advanced Settings

Smart Firewall

General Rules Configure [+] (2]
Uncommon Protocols Configure [+] (2]
Firewall Reset Reset[+] (2
Stealth Blocked Ports G On (2]
Stateful Protocol Filter G On (2]
Automatic File/Printer Sharing Control . sk Me 2]
Automatic Program Control G On [j]

Automatic Learn IPvE NAT Traversal Traffic G On @

Advanced Events Monitoring — off 2

Program Component
Program Launch

Command Line Execution

Code Injection

Window Messages
Direct Network Access
Active Desktop Change
Key Logger Monitor

T
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General Rules

General Rules

These rules determine how the firewall handles connections for all the programs on your computer. A rule that appears ahove
other rules in the list overrides those rules.

Description

g E:Q Default Allow Specific Inbound ICMP
‘_‘9 - Allow, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: ICMP

g % Default Allow Inbound ICMP Destination Unreachahble
‘_Q = Allow, Direction: Inhound, Computer: Any, Communications: Specific, Protocol: ICMP

() :
= Default Allow Specific Outbound ICMP
v a_ﬁy Allow, Direction: Outhound, Computer: Any, Communications: Specific, Protocol: ICMP

g g Default Allow Inbound NetBIOS (Shared Networks)
‘_QQ Allow, Direction: Inhound, Computer: Local subnet, Communications: Specific, Protocal: UDP

(=]
=) i‘ Default Block Inbound NetBIOS
v B‘-EEJ: Block, Direction: Inbound, Computer: Any, Communications: Specific, Protocol: UDP
T Default Allnw Inhound NetRIOS Name iShared Nehwvorks)
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Add Rule

Add Rule

Do you want to block, allow, or manitor a new connection?

() Allow: Allow connections that match this rule.

) iBlock: Do not allow connections that match this rule.:
() Monitor: Log connections that match this rule. This lets you monitar the number of times this rule is used.

Do s Al e a5 aulad SIS Block ) s GAUS 25 Ciga Caand cpl

Add Rule

Add Rule

What type of connection do you want to block?
(® Connections to other computers

Type of connection made by most Internet-enabled applications. Also called outhound connections.

() Connections from other computers
Type of connection typical of a server application such as a'\Weh server or FTP server. Also called inbound connections.

() Connections to and from other computers
Some applications utilize hoth type of connections {inhound and outhound).
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Add Rule

Add Rule

YWhat computers or sites do you want to block access to?
(® Any computer

() Any computer in the local subnet

) Onlythe computers and sites listed below:

Type Value

adj\) Nextehd;)aug\ BN
Specify Ports

Specify Ports

Filter by: Locality:
*) iKnown ports from list: () Local
) Individually specified ports (®» Remote
() Portrange
v Port Name Description
7 echo Echo
g discard aka sink/null
11 systat aka users, Active users
b 13 daytime Time of day
17 gotd aka guote, Quote of the day
19 chargen aka tivtst source, Character generator

20 fip-data File TransvferrPrrotocol,v data i~
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Specify Ports
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Specify Ports

123

Filter by: Locality:

) Known ports from list () Local
(® Individually specified ports ® Remote
() Portrange

Enter port number or numbers. To enter multiple port numbers, use a space hetween each entry.

Add Rule

Add Rule

TCP and UDP

Add

The protocol you want to block:

What types of communication, or ports, do you want to block?

() Alltypes of communication (all ports, local and remaote)
(® Only communications that match all types and ports listed helow:

remote ntp {port 123)

(@ Norton
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Set objFirewall = CreateObject("HNetCfg.FwMgr")
Set objPolicy = objFirewall.LocalPolicy.CurrentProfile

Set colPorts = objPolicy.GloballyOpenPorts

Set objPort = colPorts.ltem(9999,6)
objPort.Enabled = TRUE

Set objFirewall = CreateObject("HNetCfg.FwMgr")

Set objPolicy = objFirewall.LocalPolicy.CurrentProfile

Set colPorts = objPolicy.GloballyOpenPorts

errReturn = colPorts.Remove(9999,6)
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